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£ B RFC1738 # =X fE /& URL Encode 559 Iy 2008-12-09
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. FH}EEJEﬂ’éﬁufFTﬁ%EMWE
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If-Modified-Since, If-Unmodified-Since) in existing API, get_file()(ID : 2.4) and
rename_file()(ID : 2.7).

i get_file_attribute (ID:2.3) 574 F, /RI0T ¥ 8J & % BoxCreationDate 24 2008-11-01

AN T ¥ #Y & M LastUpdateDate 27,41 2008-11-01
- list_files_inbox (ID : 1.4)
- get_file_attribute (ID : 2.3)
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- get_file_attribute (ID : 2.3)
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* Java
s PHP
* .Netincluding C# and VB.Net

* Python

* C++

* Perl

*  Ruby

° —ELEZEERYEE S 40 Visual Basic v6.0
A EREFX?

W15 R BT 6 B A9 4 72 5B = 2 $8 XML K2 http JiE B Iy BE (% 47 % /5 25 FH (1Y REST 5
&H) - Fi P (# ] € 52 {# F Aspen Cloud Storage fig %5 o fit 75 48 /b 27 ZE AT fo i ¢ -
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{5 F REST API 411 [5] s 17 4 B8 B8 #82 1F » A [A) Z pg 42 5 e 5% A 8 1] BLIE H B
GET J3 /A LSy EL ' HTTP 504 -

HTTP Method : PUT http://food.s.mygrid.asia

Submit Header Content :
Host: food.s.mygrid.asia
Content-Length: O
Date: Mon, 03 Mar 2008 12:00:00 GMT
Authorization: 112122334214:dsfdksfjdklsfjkldsfj-dsfd=
x-pan-box-loc: HK0001
x-pan-acl-list: PUBLIC-READ

R
EH P RS d - HEFTFRHY http 2R 55 & 5f i 8 F5 € URL A1 http J5 7% (PUT)EE
2L o BIE]{E Aspen Cloud Storage & 17 “E & 1 (box)”

FELLERB > #UE © “Host” AINETCH P EZEAIENE & T (box)% T >
“Date”f{1 “Authorization”fR 15 % &= F 3| 3% - #H{UE * “x-pan-box-loc”, F A 5% /€ =&
& T (box)Hy {iz & » 21 & A& B¢ B - “x-pan-acl-list” [ X #5 € 57 i Fir 2 = & + (box)
I RETR -

IR E R > HFEEM PUT J57A# $ £ http://food.s.mygrid.asia #E1T 2

e
2 e

FELL T BT o BT A S EE A R M IR B Ay IR ThRE A R s U5 0 -
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1. T HIRBES http://s.mygrid.asia & Aspen Cloud Storage 1% &£ Ik %5 9 & B URL

Home Service

URL

2. 4418 (Grid) W B E U EN —EE AR - 41 FH#E PCCW B 45 F 0
B — I A EB NTTER LRSS —(EB I8 - K&
B A [E] 4 A A 1T B DU B & BR BB F R -
I EFEREALE -

3. & F(Box) Box : Bt —{E & & & L EAENEEIK -
& — & Box M A8 Bl — & 7 &% 00 AH BA B -
Box LY » FEfE EFT/@ S - — & E Al M A FH o -
Box FH 2R AE 7 M - MIEFRAE
51 http://fruit.s.mygrid.asia/ (fruit /% box %4 %)

http://game.s.mygrid.asia/tvgame.jpg (game = box %4 i)

4. 3 % (File) Aspen Cloud Storage flz % o 4 1 7€ 8 2 {5 7037 1 % 4 L & ()7
% -

& — S AL — & Box H -

5] * http://game.domain.com/tvgame.jpg (Game /% box 4% > tveame.jpg
R 25 47)) http://game.domain.com/world/japan/tvgame.jpg
(world/japan/tvgame.jpg £y 1 2 #4)

5. #A ID ERME—HAFPRMEN2IRME— 1D HARKEEESE  WEHE
(Access ID) o e
Fi B 12 4 wh 53 Mt B BB 4B B e
6. &5 &9l SHEREERE - B RN ER - ZERERTEA

(Secret AccessKey) EFFHE - HFEZEZMRE > TRFHEEMT -
HEM@EE web EBHE AR S -
{65 F3 3% % 8@ 45 B R R A Y PR RE -

7. ACL {7 HU %2 ] 7 B2 (ACL) 5T #% Aspen Cloud Storage <7 £ 1Yy 3 f&i {7 HUFE R -
5] = Owner Only, Public Full Control, Public Read Only.
8. REST Http Aspen Cloud Storage, g 7% 7 £ % & http /5=, ° 5] : PUT, GET, DELETE
DR PUT - Il box = _F # 3 {F:

DELETE - fifi f& box =%
GET -J& 15 & JF & afl 2 N #k/BUR B R
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2. R %% web fig 75 75 B A9 AH BH & R 28 8 hetp FREIEIE - 0 HHY -

3. B—drE(Grid)KEF—(EER T 0 - FroVE & F(Box) FTHMBEMEELE
ERAESEENGTFH#E SR 0 @R 1(EE) FRIE—-—HES
(Box) o

4. W= H B K28 web ik # Z oK A F £ # 8 (http header)d {#HIE %%
BE - 2B BEAETHEEREN > HEALAID > & 8B EMEE
M B & R o U B 55 oK 1% > B M 2 8 AR B W BR (5 B T H Pl -
(B RERIE 15 r#ENAR > SR EEHCY -

5. BT S0y F{EELREL © Aspen Cloud Storagef it S (B & +-( Box )& SHINAE © (=
B UXMLIE =g, - bsE A B iSRS E -

Aspen E 17 fif & [H i

6. L { & 2 Aspen Cloud Storage 22 1 - [l 35 A\ & i 75 B i JiE J&g N 25 > 41 Aspen
Cloud Storage #Z (s = B % N Bz B H AV R IAE » 41 Aspen Cloud
Storage % F i o F 88 A B BH {74 512 X LLFH H Aspen Cloud Storage 22 ## -
Aspen Cloud Storage Z2 # 1y #2 X B SE Z AH B g 17 > P DABH 88 N B v (& F AT
18] 45 15 3% FH 3% Z2 #% > 401 AVA, php, perl,.net and also Python. 77 &] DL & 48 B =X

JEFH R -
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Aspen Cloud Storage o » & & ¥ (Box)Hy 22 %2 H Y2 i 58 H] F 17 5 A& §Y A £ (L
B B -Z27BoxiffER —EHERE - RHAFEHERE A (REHE AL
HAE) TEEER T (Box) HFE ¥ EENSIHKFER M T AR -

Aspen Cloud Storage 1 1Y ZE & F (Box)44 F§ DNS 2 #% » {3l : http://s.mygrid.asia °
Bl PRI E &+ (Box)# K “food” - 8% FHF HY URL A
http://food.s.mygrid.asia i = Al i 55 & F (Box)i& » 75 &% % 11 %I A7 DNS i %5 &5
i Hr o DNSEC &k EH ¥ri& - H = ] €5l 5[4 http://food.s.mygrid.asia - DNS & 3
A B P ek % URL -
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1. g & &% nF e 100 (= &+ (Box)
2. EgTFBux)HIHEEEKGAN BEEERKATHAMEMHENES
¥ (Box) 4 -
3. B—Eg T Box)WHHE—EEENEKERR —E& 2 HE—E
b, B ) o
4. EZTFBox)NWHMNEHEEEENTFHME - W 15 EEFBEE b EIT
ZEaTBox) HEHF LERNZE TWIELGEH#NEE -
5. W I MIEE & T (Box) o HA LEFEXK
6. — &K HfEEE S T (Box)4 1% (= Bl BE e E 1% ) » R MEJE B O 48 4% -
7. KA ESE & 1 (Box)FT A E (ownership) ©
8. ZE & T (Box)%7E Fy DNS EC #% » Pt DL & 1 (Box)dn %4 73 g /% 7 & DNS
HFARL
9. EEZTBoxAIER  AEFEHERZ (B8N ) DLAE DNS 5L 421 -

E & T (Box) @ & HHI

1 NETE

2. RFFREHTRO) FOT 0 EF AR BEERE R E
3. FA s OF T

4.
5
6

3-60{E ¥ T Z

- BT T AR T B
. RETH P #EHEAZ =0 - 40 192.168.0.1
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{1 & /2 FE % (File)?

EZ(File)Z245 AP LEMNEELTE - ELWIEERT URL NI XEFES
(UTF-8) #& 2 %4 - A [E it — % 1 Z 4% > Aspen Cloud Storage Ik 7% 1 fit “ &k} 5 ”
o -

T & (File)IVHFER

1. B—XHFHHEE—EERE T (Box)A

2. MEEX LIS (UTF-8)

3. URL FAYREXAVEA] RFC1738 &= 4Ril5A E

(5L world & #545 Fy%E4%B8%96%E7%95%8C%20world)

& 17 AL B R 18 & 1 (Box)ifl &

K H] G E & T (Box)FT A fE

E iy KA &2 5GByte.

Aspen Cloud Storage Ay fie  “SC {287 M & A 7 0% Bl B SR 28 fl -+ 3
e RMAEFEL A &M () FIt - B EEE RS P RE RS
W1 = 7] BL A “food/hongkong/apple.jpg” iy 1% = 2k iy 44 - A8 25 44 0 i
web R 5 #ETTIE R > B A B AT 45 G 18 & 15 AT 8E & “food” iy 1 - BE TR
Z& ey AT A DL “food” Sy BT AR AU A EL TN e B R 0 AE o Y 1R A i R A
|§J o

N o oA

F P 72857 DL A dn 4 B I

1. YRS Es FHEBEVEHEMNES

2. FT # % &=7+\ " " FAAUHREES
3. lEEXAREAITEE 160 57T

4. REEEFREONEHEBE R 12
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Aspen Cloud Storage ## ] % 4 & Al (Signature) LR E F B & {7 - % %4 H & F Ui
Ak (HIERAIBR S 2 R ) ZR12 B http SREE & % “REEE” - A http
WEE - W ZeME  EAFTHERRARZEFSEMNFRME “FHE
W7 BRI AE R AR FEH -

Aspen Cloud Storage i Ui 1] % = Uiy 5% 2 HY web I 85 55 5K & > Z 40 i A 0 555 K
EE TR - WRFTE > AT RAERNFHERCK "R

WI{EA HTTP POST 7= F#iEZ, s0a81 g/ VEFrE.

Bl 4

A FEFIH B C AT C L HE &+ (Box))E B o H http #i 55 JE 81 T~ 51 = B A5 L -
LT REIF - HIEANIEE “E" > B R "5l ID+AEKRER"

GET / HTTP/1.1
Host: s.mygrid.asia
(FEZHVEEE, AR HE, &R s.mygrid.asia)
Date: Wed, 01 Mar 2006 12:00:00 GMT
(8¢ “x-pan-date”[li /2 “Date” R A—LLEHSEES (W CH)ERN LFFHFEEL “Date”)

¥ 1 ¥ UH (Authorization header) 5 2 =,

Authorization = access ID + colon + signature
(e.g. Authorization: 0000001 :dskfjdsklfjdksljfkd9890dsffsdsf)

P e & & # #5277 —{# %8 — §% — 1Y Access ID » [fj % %4 (Signature) Rl FH
Aspen Cloud Storage fY B 2 A B4k - F£)84F “RE” BIE T » Aspen Cloud
Storage i fE4EFH P 5K - RIIIL > B N B HF B W £l %4 o
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9. XB(EL)

s 4l HHE - 55 & R N A e A R - e BRUE — AV S [ ID RIS [ e
(Secret Access Key)’ Aspen Cloud Storage Uiii Ui 1] $& 2 1Y http ¥ BH & &H & > Aspen
Cloud Storage & iR 5 $2 S Y & SR AE B 2 s = MHE Y 3% 44 > SR BARF[H - £
> BREE ABRBEREERNELEAFRENZAHLE - RE 2
HE - HPERERD » R Z AR M -

JzE] =3 Aspen Cloud Storage I
T web HRFSES K BEUH A oK AEHL http A
! et “current date time” + FEML AR 1D SR 450
“resource” + “http action” +

“parameter” LUZE R AN AR,

TS AR AL R s A4
H 5 F “user secret key” 3# % e

HMAL-SHA1 JHEVES A
N HEL TR AL AR Rl 3 4
(Signature) °

WAz AL - —(EPRE P,
n B R 4 -

NI “Access id” 1 “signature” |
http EEATE £ “Authorization”

u MR FLNEHE - FHKET) - &
[5] Aspen Cloud Storage U &5i% ZIRNER o
http EREEA http 13 °

Fo TORZH B - AR F ARSI R 15 778 -

HRHEFRT 7 © 2008 Power-All 498 A TR /A E]
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A R B E =82 B

S 1.4 “FXRKANZAZ" (Request Content Base)

Request Content Base = “<” + HTTP &f{E ({54 PUT, GET, POST =\ DELETE) + “>” +
“<” + PHAERERE (VAR RFC 2822 #%:() +“> +
“<"” + Content Type + “>” +
+ B T4 FH(Box Name) + “>” +
“<"+url GRIEHVIEZE TG +“>”  (FRAIRFC 17388 {E R AE 4 4miss)

20 B
HTTP Action % I F web IR %5k & “PUT” » “ GET” , “POST”
“DELETE” H Hi#& = & RFC 2822 #& = » %I Thu, 21 Dec 2000 16:01:07 +0800 -
“content-type” fy T EEIH > M FEEK C LEAE" FEEM NAEAT HUE
AEEELE ANSEE - Wi “WEEE" > FRER/ZE > W <7 -
Boxname i MV E & T (Box)% T - WHFHEEZER T Box)H > GFHRE S
%o itk WA ES BEAER “URLGE" DAFGS #2585 & E

M8 REC1738 I8 HAF BAE RS - B > 7 7 ZERFEHLEH %20 WA
e

SN B IELE N > 41 http://car.s.mygrid.asia/abc.jpg?extra=show ({# i %% abc.Jpg
B - “extrazshow” By 2 8 - H ZBZ)

BT AP EERE" T E/ N F e I RE car " ER T A.

Request Content Base =<PUT> FE
<Wed, 11 Jun 2008 23:48:28 +0800>  MRMEEZEE LFIER /",
<image/jpeg> ERHEATEETT URL
<car> encode

<%EA%B8%AD%ES%9C%8B/%E4%BA%BA%E6%B0%91.jpg>
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ETFRRBHREERS

BT ERESR

S L Mg BMEE e 5 HMACSHAL i % ¥ “Request Content
Base” i 17 43 % « 74 (% 73 FF] Base64 f Bfy tH % 42 4R 5 - % 44 h o 10 32 4R R
5 1] ASCII 5 £

1. Incomplete Signature=HMAC-SHA1 (Request Content Base, Zfj[ti<:## User Secret Key)

2. Signature =Base64 (Incomplete Signature)

F=F Gk http RBHHEA

1E LA http H1 )2 H “Authentication” & £ > A7 DAIR I R BE A FH H
“Authentication”/& 14 - I EA FHAH X HEGM D> A FEREME S EE
— 8 .

EV}

l

Authorization: 0000001 :dskfjdsklfjdksljfkd9890dsffsdsf

POST #422 &k

WISAT A HTTP POST 4% F#iiEZe, 20s877 A VEFRE.

R HTTP J37APOST), RASEIRIHAH K BOX #4715, BIfFE{rA#EZE44EK Content-Type,
IREA D RTEEA % % 4R 1

HHEFTA © 2008 Power-All 44ES AR/ ]

F19H

I




= A Power - All =
. - Networks ’
EFRRGHEES

el

0

5 —{# = & F (Box)/3 4 1Y 57 [ FE PR Hh 577 R 42 il %ﬁ (ACL)ﬁﬁ?’“%U * ZE & 1 (Box)
BIRE T EEE Rl B A H ik - HEFHFRER o] @48 Frfe ft 1Y web AR 7
g B 51 0 > 40 set_file_acl k7 set_box_acl.

& % ACL 2 3E & T (Box)/fE Y Wy 1& J7 74
1. EEILEZ T (Box)/ Sk > F F A4 H E & http B > 4

“x-pan-acl-list”; PUBLIC-FULL. )t F /A2 o b B ACL) FR B HHE HAEER B
PUBLIC-FULL = PUBLIC-READ fJ EH. tfh 7 — -

& T (Box)gll i » S0 EE 1% > B~ ] i #% set_box_acl #1 set_file_acl i
gkt ACL > R m] 2 48 XML & =0 17 5 4t -

2. =E
iER
Hy

— KRHEFT © 2008 Power-All 4854751 A ]
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Aspen Cloud Storage 2 it iy = & 55 [ # [B

BRI |

1. KA  OWNER-ONLY EaT B/ XAt EREAN > HAE
A OWNER-ONLY 5F A #E[R - W] #E 1T & JRAY = BP9 -

EE T BoxE A EEREST ACL 5 E > BLER
H] HE 1T It #E 1F Y 575 i M FR £ OWNER-ONLY,

2. % /\% 3  PUBLIC-READ EXAFPERSCH - 08 & PUBLIC-READ,TE It &4
HY KTEERFHHE -

“PUBLIC-READ” ¢ [55 2 TE I N A Bk 4 » W0 F 4 uh Y
xR HREERREAFEXEN  EEFEERT

2% B “PUBLIC-READ” ~ IR &MY -
3. A4k 4HE  PUBLIC-FULL N T BE LB B AU - WE% B Ky PUBLICFULL, 7%
2 il AERKTREIFHE -

i S5 B PUBLICFULLEYF i e /b » B E R T
(Box)az B K Itk Th BE DA {E 70 57 B 44 A F 1| It 55 & ¥ (Box)
N EESF -

ACL XML for Box and File

<?xml version="1.0" encoding="UTF-8" ?>
<AccessControlList>
<ACL>
<AccessList>
<GrantedRight>PUBLIC-READ</GrantedRight>
</AccessList>
<AccessList>
<GrantedRight>PUBLIC-FULL</GrantedRight>
</AccessList>
</ACL>

</AccessControlList>

st B :
LLEREIH - PUBLIC B2 EXE A EE G B SCRKEMN P A ¥ % &5 &
TTHEIUF A -

HEHEF A © 2008 Power-All 445 AR /A H]
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EERREHEES

N

17 {# A Aspen Cloud Storage ik %5 2 A1 > s ET g B )M IE € X 5= -
NEHKE:S

H M EE & T (Box )7 HA NUHUE A - 415E & T (Box)A #HYFf A A2 Peter

TWHZEXHAFE EE > HESGBNREHEMF A EES T (Box)A N L3
o HZ X HY EE B E &M B Peter S {J - M JE S EFESIRRAAN -

WEFEXGT

1. B GHEH#E & {i FH % 7] Aspen Cloud Storage N 17 % & LB > % 4 GByte 1Y 15 & €

2 -

2 W¥s b 0 B ST AR L o BT GByte MO FIBR S
ZH o

3. s TR o O T SR HUE O RS T AR TR - T GByte
e

4 FERYE CH KB » fl: USS0.L4E 1000 (H 38 3 (% (5 % ).

© (BURS DLP 5 486 1Y B 3

o — KR 2008 Power-All 4854 AR /3 ]
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EERREHEES

FEE2 B B R HY web IR Z AT - F P I 5o B A2 e M1 Y iR 55 9 8 R 3R (] Y
o (AU RE -

1.

8.

CEMR - HEEIHFEE 6 ki E PP @I ES - DUET KRG B

AR MRS R > A FE 2S00 it & & & http://storage.mygrid.asia

0
an

fE - MfEHE &5 WE > KRERAERRK-

S3Ah > — B RL R TR B web IR BSHYFE M. 055 ID Ml &g - B
HERSFE&ZmEIEEEEN - F27REEANERZER > HMALA
G 15 F P 58 [ A B % e Y (L (] i R

Ry TEAT AR RO AE > 75 M B A [FAY http J5 7% > 40 PUT> DELETE A1 GET

Bl - Bl SE = T (Box) » FE http i PUT 50k -

¥ FH RFC2822 (http://www.fags.org/rfcs/rfc2822) H HA#& = = 5l © Fri, 30 May
2008 12:00:00 GMT (#& ¥k 34) ¢ Fri, 30 May 2008 08:00:00 +0800 (7 3 F1 A [
ERT) WEIEMEEIER - “day of week” and “second” By T[] 358 358 TH o | Hf il

HRr F] DA & it [ B BRF R B AR © UT/GMIT g 18 A 6] e

. B A 1S08601 H HA#E =X /E B XML i > %] 2008-10-30T11:31:05Z (Z F< GMT

FFES) (r]£2% http://en.wikipedia.org/wiki/ISO 8601 K7
http://www.w3.org/TR/NOTE-datetime )

F—XEHIYXE{H > Aspen Cloud Storage £% F http ik 58 X 15 > %01 Code201
Fon Bl & ZE & T (Box)EK B B | 1% B Iy  Code204 (X 2= A& il B Bl Ty < 55 41 >
B DlAEs XMLEXBERGER  HPE NS EEEREH -

T T Bofl LR ABEA 4 GHE) MR » 40 owner-only

U0 AE Al 2 5 R 5 E 7 EURERR - FIHT 22 1L #Y & & 1 (Box)iiéf £% R B2 1 HiU

FRFERTA © 2008 Power-All 4418 A TR\ E]
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ErRERBHAZEM

R o ZAFHUERT HEE web RBEHEETER -

8. Al S M B 52 = 1 (Box)iF E #5522 DNS &0 8% 098 ho B B - {E 36 IR B &
s B (R E A BT AT SERL ) - 21 5R B 3% N B A= ¥ E & 7 (Box) » i/
% % DNS e %5 a5 /8 sz SH A i e sk R F(E A -

9. K% web o ZH K& HETH P HEG B — & AR AR 15 7 #ER K-

10.ASPEN A g i fE 8 E - B4 - H F I3 box A [FHf E{# 2 {E ABC.pg fE ~ &
REAMREERWERERNES  EXHEABMAXARSETEHRE -

i&k

113K [A] http R R 65 AT XML {H — 28 2 ZCAE 28 M1 58 BE R £ 4 [E] http 5K B& (U6 i
B A& A2 IR = Z0{E A php PEAR HTTP_Request - f] = fill (R & & - (Box)/ S fF >
IR B FUHS 204 17 8 XML BEOR 405 I = (5 ) php zendframework > i [F] Hif
HURIRRE (U85 R XML » 75 28 38 JiE Ty BE R 0 A P % RO 5 BE B A 2R -

12. 55 —55 kK H » F P 58 3 Aspen Cloud Storage 1 2% 7% “Host” - {4l : Host:
apple.s.mygrid.asia (apple /% = & T (Box)%4 f% »  s.mygrid.Asia & 38%). 41 5 F & &
T “Host” jKf 1% 50 Fs 72 http I8k o %01 http://apple.s.mygrid.asia/> Fy T H X HY http
s B M P AR S — 55 KA1 A Al “Host” -

13. 75 5 — 55 K 9> F§ & 38 [a] Aspen Cloud Storage & 7% “Date” ¥ BE - 4[1 - “Date: Sun,
27 Jul 2008 15:25:16 +0800”  » ZA T —LEEE = (4 C#) 1 - “Date”$ UH ¢ {+ & >
5 A BE B #£#5 k “Date” - Aspen Cloud Storage ¥f http % [ 5& HY ¥z 95 #E 17 %
Moo {5l @ “Date” H EEHA K “x-pan-date” o 41 5 “Date”  Ei “x-pan-date” [E] 0¥ 7F
1E A Aspen Cloud Storage » F[S JBF “x-pan-date” & (& 4 X “Date”

14.%f > Aspen Cloud Storage 7 $37 B % » 2 24 http connections API B #iE 22 E[ E f#§ DNS
ST A http H BN EF HIhEE - EEE TR EZEEZE S T (Box)E AT
gE ° A F FEZE A http connections API 1 N 4% )R T §E » {31] ¢ PHP Curl o1 |
CURLOPT_DNS_USE_GLOBAL_CACHE JE %7 FALSE » F 235 & £ curl_setopt(Sch,
CURLOPT_DNS_USE_GLOBAL_CACHE, false);

FRFERTA © 2008 Power-All 4418 A TR\ E]
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Box 1 [#8 T/ RE

TheE & 18

1.1 create_box

1.2 delete_box

1.3 list_all_box

1.4 list_files_inbox

1.5 get_box_location

1.6 get_box_acl

1.7 set_box_acl

* oo “food”

=t B

Al ER
(Box)

T B & i & =
T (Box)
N I g <
E & T (Box)
HRfEEER
T (Box) HY it
f&
JEHUE & ¥ (Box)
fir &
EREEER
T (Box)HY 17 HI 2
il o B
REEEER
T (Box) HY ¥ HL
5 B

EFRRBHEERS
Bl http 75 =,
http://food.s.mygrid.asia/ PUT
http://food.s.mygrid.asia/ DELETE
http://s.mygrid.asia/ GET
http://food.s.mygrid.asia/ GET

http://food.s.mygrid.asia/?extra=location

http://food.s.mygrid.asia/?extra=access

http://food.s.mygrid.asia/?extra=access

BEAT (Box) LT

HEHEF A © 2008 Power-All 445 AR /A H]

GET

GET

PUT

EBBEHE

B
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Web fik %5 % 18
=t

REST 7 4]

# E K T Hitp
(A

FREH
B4 H
Box fir B (40 : 44
1) (AT IH)

H] g B A R AR

create_box (ID : 1.1)
Bl E R T (Box). ERT
http://food.s.mygrid.asia/

201 (Created)

&

A%

EFRERBHRZEE

REST http 5 % PUT

(Box) #% f® i <F DNS a7 & HI -

P9 6 P 06 5 6 T 8 4 140 T 22 40 6 O 7 7 B

B XML fEEE&
— & & 3R

(Box) 49 f& (fF £ iz & )4 HK00001

1. ¥ B8 k& =0 AT R (B 0% 2 2 7%
o R )

2. B oEHA

3. Bkl

4. W 9% M R 2R 9R 2R &S

5. FBEFEH. E& T (Box)EHE
EHHA B O REHLEM
=

6. K ¥ ¥ REST action
4 ¢ BOX ot A SZFf HEAD

7. {8 fie &5 B S E 5

8. l#AHH

PR Mgt RR

L 3

1L.E&T (box) “HHEHE

2. B & (box) &M B (R X
FEZE&T (box) %TH)

3. B ] 2 box MY AR %

4. ~ W ] #Y Header ACL

5. 4% (17 5 fir B ) 6 %4

FRFERTA © 2008 Power-All 4418 A TR\ E]

InvalidHeader 400 Bad Request

ExpiredSig 400 Bad Request
FailAuth 403 Forbidden

ACPrb 403 Forbidden
OwnerACPrb 403 Forbidden
NoRestMethod 405 Not allowed method
UnexpectedError 500 Server error

503 Service Unavailable

UnexpectedServices

|

Http A f& 1%
DuplicateBox 409 Conflict
InvalidBoxName 400 Bad Request
ExceedBox 400 bad request
InvalidHeaderACL 400 bad request

InvalidBoxGridID 400 bad request

F2WH

B
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ETFRRBHREERS

Web fi§ % £ 18 create_box (ID : 1.1) REST http 75 % PUT
REST 3% K ¥ 55 PUT / HTTP/1.1

Host:food.s.mygrid.asia
Content-Length: 0
Date: Mon, 03 Mar 2008 12:00:00 +0800
(20 x-pan-date H{/{ Date)
Authorization: 112122334214:dsfdksfjdklsfjkldsfj-dsfd=
(access_id : signature)
x-pan-box-loc: HKO001
(#1%] HKO0O1 represents HK NTT data center) ( 5] %)
(HRTIGDTHT1S, G R/ T ()
x-pan-acl-list: PUBLIC-READ
(FT . HMREFHRE, (€7 ACL)
(A ) B & L) (S & — 1§ public ACL 1] L #% # &'. B/ PUBLIC-FULL 3
PUBLIC-READ. jjif OWNER-ONLY 27454 )

BIERK N % #(E  HTTP/1.1201 Created

By REST ¥ BE Date: Mon, 03 Mar 2008 12:00:00 GMT
Content-Length: 112
Connection: close

Content-Type: application/xml

REST XML B H &5 <?xml version="1.0" encoding="UTF-8" ?>
R <CreateBox>
<HttpStatusCode> 201 </HttpStatusCode> (201 fLFE“EZE1r”)

</CreateBox>

— KRHEFT © 2008 Power-All 4854751 A ]
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Web fik %5 % 18
=t

REST 7= 41

Http X [5] 5% Th £R
7

FBRESL

B 455 [

EE

H] g B A R AR

delete_box (ID : 1.2)

fif] 3 & A = &= T (Box) » A1IRE
fF o

http://food.s.mygrid.asia/

204 (fE N &)

P

EERREHEEE
REST http J5 A& DELETE
(Box)N F & » Z &1 6 TE 42 il b #2

& EERT (box) FA ATMER.
R [ER SRS Y 204 B o AE — SR B EOHE 2R o R R (B {5 ik #8 AR
B 6y XML SCA - L A g & R B& 6% 204 DL B 2 & M PR s 2h -

— % 95 2R

1 WEAAN R (LA #EZ
ZAg A o AN EE N E)

2. HHEE

3. B kit

4. M 5% [ R SR 5O 45

5. FBEHFEHL. E& T (Box)Hi g
ENHER &P OO0 4 3 4
i .

6. fiit 77 HUfE R

7. K% REST action f : #£
BOX # HEAD K =] H

8. fa] iR 28 & 4 88 3R

9. IR # A" H

(box) FEZ=
(box) REE

FRFERTA © 2008 Power-All 4418 A TR\ E]

InvalidHeader 400 Bad Request

ExpiredSig 400 Bad Request
FailAuth 403 Forbidden
ACPrb 403 Forbidden
OwnerACPrb 403 Forbidden
AccessDeny 403 Forbidden
NoRestMethod 405 Not allowed
method
UnexpectedError 500 Server error

UnexpectedServices 503 Service Unavailable

NotEmptyBox 409 Conflict

NoSuchBox 404

¥28H
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Web fik %5 % 18
REST 55 K ¥ 5

REST Respond

Header

REST XML T8 Hi &%
e

EFRERBHRZEE

delete_box (ID: 1.2) REST http J5 7% DELETE
DELETE / HTTP/1.1

Host: food.s.mygrid.asia

Date: Mon, 03 Mar 2008 12:00:00 +0800

(20} x-pan-date H{/{ Date)

Authorization: 624206A:xQE0diMbLRepdf3YB+FIEXAMPLE=

HTTP/1.1 204 No Content
Date: Wed, 01 Mar 2006 12:00:00 GMT
Connection: close

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8" ?>
(XML BURECE, BURATERAERTE FIRYEE S R A%aH)
<DeleteBox>
<HttpStatusCode> 204 </HttpStatusCode> (204 (XFEEGNE" BEE: EMIR)

</DeleteBox>

HEHEF A © 2008 Power-All 445 AR /A H]
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Web fi§ 7% £ 18 list_all_box (ID : 1.3) REST http J5 7% GET

= B HrRHEHEMAZS T (box)

REST 7= 41 http://s.mygrid.asia/

BIERL T Htp /X 200 (OK)

FEREH s

B4 X

AEEHARER | —KRER

1L MEEARNTTH wEEiEZ InvalidHeader 400 Bad Request
Z g - A S 2 E)
2. HF i ExpiredSig 400 Bad Request
3. BREg R i FailAuth 403 Forbidden
4. T 5% Y 85 SR 5% 2R &5 ACPrb 403 Forbidden
S. AREFHL. E R T (Box)EifE  OwnerACPrb 403 Forbidden
FENHAEHEFOTRES £
.
6. N % ¥ REST action NoRestMethod 405 Not allowed
i : £ BOX H* HEAD & #] i method
7. {5 Hg 23 = 4N 85 5% UnexpectedError 500 Server error
8. %A w H UnavailableService 503 Service Unavailable
REST 5% 3K # 55 GET /HTTP/1.1

Host: s.mygrid.asia
Date: Wed, 01 Mar 2006 12:00:00 +0800
(24 x-pan-date H{/{ Date)
Authorization: 624206A:xQE0diMbLRepdf3YB+FIEXAMPLE=

EEYERKTh% & @ | Date: Mon, 03 Mar 2008 06:08:42 GMT
HJ REST % 9 Content-Length: 311
Connection: close

Content-type: application/xml

o — KR 2008 Power-All 4854 AR /3 ]
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ETFRRBHREERS

Web fi§ 7% £ 18 list_all_box (ID : 1.3) REST http J5 7% GET
REST XML B H &5 <?xml version="1.0" encoding="UTF-8" ?>
B <MemberOwnedBox>
<Access|D>12122324324324dafdsf</AccessID>
<LoginName>ryangigg1234</LoginName>
<NoOfBox>2</NoOfBox>
<Boxes>
<Box>
<BoxName>fruit</BoxName>
<BoxLocation>HK0001</BoxLocation>
<BoxCreationDate>2008-10-30T09:06:23Z</BoxCreationDate>
(150 8601 HHAFE =)
</Box>
<Box>
<BoxName>Apple</BoxName>
<BoxLocation>HK0002</BoxLocation>
<BoxCreationDate>2008-10-30T09:06:23Z</BoxCreationDate>
</Box>
</Boxes>

</MemberOwnedBox>

— KRHEFT © 2008 Power-All 4854751 A ]
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EFHRGEHEEE
Web ik % % 18 list_files_inbox (ID : 1.4) REST http J5 % GET
= FREEESGT (box) N AEE
REST 7= 41 http://fruit.s.mygrid.asia/
B E R T Hitp £ | 200 (OK)
FREH AP IR $E ACL i & -
B a5 W% & K PUBLIC-READ = PUBLIC-FULL HI %%
MR HAERER —KER
1 REKAAR T H@EEESZ InvalidHeader 400 Bad Request
Z b 2o 1% R B I )
2. A EE ExpiredSig 400 Bad Request
3. BE kM FailAuth 403 Forbidden
4. MR 57 B E00R 57 AR 4 ACPrb 403 Forbidden
5. REETFEL. E & T (Box)E fE  OwnerACPrb 403 Forbidden
WA H P O A AL & 4 1
G
6. fi 77 HU A R AccessDeny 403 Forbidden
7. K 3% £ REST action fj] : £ BOX NoRestMethod 405 Not allowed
1 HEAD = 1] HJ method
8. & ik 28 B /NI [ UnexpectedError 500 Server error
9. k% A = H UnavailableService 503 Service Unavailable
1ok 14 M 35 5%
1. EEE&T (box) FNELHE NoSuchBox 404 Bad Request
REST 55 K % 58 GET ?prefix=abc&pointer=1&max=10 HTTP/1.1
(prefix, pointer 77 max /2 o] 7 fE [ 3 F)
Host: fruit.s.mygrid.asia
Date: Mon, 03 Mar 2008 12:00:00 +0800
(2045 x-pan-date H{/{ Date)
Authorization: 624206A:xQEO0diMbLRepdf3YB+FIEXAMPLE=
— HiteF75© 2008 Power-All 445 AR/ 5]
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EERREHEES

N

HIN2H I Ty BE SR Y 3 TH AJ 2 8
smm
1. ?prefix i BT http://food.s.mygrid.asia/?prefix=abc
Al #6173 %4 EEET (box) " car” NEEEEHUT
T B “abc” R RTEBTEVAE A > 417 abede”
K" abcxxx”
EAREGIEE 2 HFERERZ T (box) AHY
i A &0 #% ©
2. ?pointer  EX B R http://food.s.mygrid.asia/?pointer=10
50 % Y e B E@F (box) W& 80 HE » &
46 5% 15 “pointer” & 10> ZR&F B REC BEIESE 10

I8 18 2 Bl 46 BUR -
WAIEE “pointer” - HIERZE R 1

3. ?max Al http://food.s.mygrid.asia/?max=100
™ RE Y B R T EGRE—FABE RS EL - A
K& “max” HETHEORECHRIVE EFE -

WARIEE “max” - R S BERE -

— M - EEEH “pointer” A “max” BEITAEEE “paging”
& - Fldl - EaF (box) food NAVEEEC B & 100> 3 5 H >
H w20 {E 1 -

http://food.s.mygrid.asia/?pointer=1&max=20 (E & 1)
http://food.s.mygrid.asia/?pointer=21&max=20 (EH /& 2)

B 405 & T (box )N A 3 I 3L 1 40 : fruit/apple.jpg, fruit/orange.jpg
1 food/steak.jpg #8 2< http://food.s.mygrid.asia/?prefix=fruit

f# & K fruit/apple.jpg M fruit/orange.Jpg - B A HEHE Z R4 Y
BRI M

(* Aspen Cloud Storage FRBH M “EHRK" B  ERAFTEBLITE

BEHERREE)
EEBRII% % ([E | HTTP/1.1200 OK
HJ REST 3 55 Date: Mon, 03 Mar 2008 06:08:42 GMT

Content-Length: 311
Connection: close

Content-Type: application/xml

o — KR 2008 Power-All 4854 AR /3 ]
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ETFRRBHREERS

Web g 7% & 758 list_files_inbox (ID : 1.4) REST http J5 7% GET
REST XML B H &5 <?xml version="1.0" encoding="UTF-8" ?>
e <FliesinBox>
<BoxName>Fruit</BoxName>
<BoxOwner>
<BoxOwnerAccess|D>1234566</0OwnerAccess|D>
<BoxOwnerName>peterpan</OwnerName> </BoxOwner>
<BoxLocations>
<Storagelocation>TW0001</Storagelocation> (7://% ID) </BoxLocations>
<OutputAttribute>
<FilePrefixName>/abc/</FilePrefixName> (/& 751 FIIA77%)
<FilePointer>1</FilePointer> (///-Zi 1 H1Z%] “pointer” 1777574
<DisplayMaxNo>50</DisplayMaxNo>
(LLEHEHIZE; “max” )
<HasMoreRecord>YES</HasMoreRecord>
(M FAE TR F AR, S BT YES)
</OutputAttribute>
<Files>
<File>
<FileName>Apple</FileName>
<CreationDate>2008-02-16T10:18:22.000Z</CreationDate>
<LastUpdateDate>2008-10-30T11:31:05Z</LastUpdateDate>
<MD>dfkdsfjkldgfgh2324kjhkjfhgkjfd</MD>
<FileSize>1023</FileSize>
<FileOwner>
<OwnerAccessID>1234566</0OwnerAccess|D>
<OwnerName>peterpan</OwnerName> </FileOwner>
</File>
</File>

</ FliesInBox >

— KRHEFT © 2008 Power-All 4854751 A ]
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Web [ 7 £ 78
35259
REST7_|'§‘1§IJ
2

EFRERBHRZEE

REST http 5 % GET
EHESZ T (box) MMLE (BI:4E%)

http://fruit.s.mygrid.asia/?extra=location

Show the box

get_box_location (ID : 1.5)

?extra=location http://food.s.mygrid.asia/?extra=location

related grid

EIERTH Hitp X 200 (OK)
HREH Al > fRIE ACL ifi &
B &5 W E R PUBLIC-READ =% PUBLIC-FULL RIl %2
TREHAERNESR @ —KER
1L MUEMB AT HEEBE % InvalidHeader 400 Bad Request
A o AR E R BE)
2. % 40 ExpiredSig 400 Bad Request
3. Bk L FailAuth 403 Forbidden
4. W 5% Y 85 2R 5% R 45 ACPrb 403 Forbidden
5. REEFHL. E & 7 (Box)Ei M OwnerACPrb 403 Forbidden
EW A E P O R AE 3 4 1
e
6. fift 77 B M [R AccessDeny 403 Forbidden
7. K % #§ RESTaction fj] : {F BOX  NoRestMethod 405 Not allowed
t HEAD R A H] method
8. ] i &5 B A i = UnexpectedError 500 Server error
9. AR % &~ H UnavailableService 503 Service Unavailable
R {4 M g5 BR
1. No Such Box NoSuchBox 404
— HiteF75© 2008 Power-All 445 AR/ 5]
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EEHREREER
Web g 7% & 758 get_box_location (ID : 1.5) REST http J5 % GET
REST 35 >k % 58 GET /?extra=location HTTP/1.1

Host: fruit.s.mygrid.asia

Date: Mon, 03 Mar 2008 06:08:42 +0800

(B x-pan-date H7/C Date)

Authorization: 624206A:xQE0diMbLRepdf3YB+FIEXAMPLE=

BIERKIN% #E  HTTP/1.1 200 OK

By REST ¥ BE Date: Mon, 03 Mar 2008 06:08:42 GMT
Content-Length: 311
Connection: Close

Content-Type: application/xml

REST XML B H &5 <?xml version="1.0" encoding="UTF-8" ?>
B <BoxStoragelocations>
<BoxName>Fruit</BoxName>
<BoxLocations>
<Storagelocation>TW0001</StoragelLocation>
</BoxLocations>

</BoxStoragelocations>

o — KR 2008 Power-All 4854 AR /3 ]
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Web fik %5 18
&5t B
REST 575 ]
BN 2 B

#:1E B Zh sHttp 14
15

FHAREH
g

o BB S 4 Y 9E 3R
REST &5 K # BH

EFRERBHRZEE

get_box_acl (ID:1.6) REST http J5 7% GET
EHEEESET (box) BYTEHLIZEHIE B (ACL)

http://fruit.s.mygrid.asia/?extra=access

Show the ACL of a box

?extra=access http://food.s.mygrid.asia/?extra=access

200 (OK)

a] % > R ACL i &
W% E B PUBLIC-READ = PUBLIC-FULL Hi##% -

— % 38 2R
400 Bad Request

1. ¥ BR RS =R WA (B K 2 2 54
& - B RE )

InvalidHeader

2. % % ExpiredSig 400 Bad Request
3. Bmss kL FailAuth 403 Forbidden
4. I 5 H 88 B0R 5% AR &5 ACPrb 403 Forbidden
5. FNEEFFHL. E & T (Box)Z &  OwnerACPrb 403 Forbidden
FEHWHEA E P O A A 4 4 1
i .
6. fift 77 B M [R AccessDeny 403 Forbidden
7. K 3% ¥ REST action f§ : #F BOX  NoRestMethod 405 Not allowed

1 HEAD “R ®] FH method
8. fa] i 28 & Aty [
9. ¥ A A

UnexpectedError 500 Server error

UnavailableService 503 Service Unavailable

FREREF
1L ESZF (box) NoSuchBox 404

GET ?extra=access HTTP/1.1
Host: fruit.s.mygrid.asia
Date: Wed, 01 Mar 2006 12:00:00 +0800
(B x-pan-date H7/C Date)
Authorization: 624206fasdf23214e:4328934kfdsfds8f9ds8f9sd8fs

FRFERTA © 2008 Power-All 4418 A TR\ E]
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ERHREHZIES
Web fi§ 7% £ 18 get_box_acl (ID:1.6) REST http J5 7% GET
BIERTO% S E | HTTP/1.1 200 OK
Y REST & 5§ Date: Wed, 01 Mar 2006 12:00:00 GMT

Content-Length: 185
Connection: close

Connection-Type: application/xml

REST XML 7E Hf &5 <?xml version="1.0" encoding="UTF-8" ?>
B <AccessControlList>

<Owner>
<OwnerAccess|D>12122324324324dafdsf</OwnerAccessID>
<OwnerName>peterpan</OwnerName>

</Owner>

<ObjectAttribute>
<ObjectType>B0OX</ObjectType>
<BoxUID>fdskfjdsklfjdksf</BoxUID>
<ObjectName>Fruit</ObjectName>
<PCode>fjsdfkldjfkdjsfkdskfj</PCode>

</ObjectAttribute>

<ACL>
<AccessList>

<GrantedRight>PUBLIC-READ</GrantedRight>
</AccessList>
<AccessList>
<GrantedRight>PUBLIC-FULL</GrantedRight>

</AccessList>

</ACL>

</AccessControlList>

BEY <GrantRight>, TJ4HRY ACL ZEHf.

o — KR 2008 Power-All 48R4 AR/ ]
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Networks

Web fik %5 18
=t

REST 7= 41
Extra £ 8

#RIE R Zh Hip X

FHAREH
E&aME
H BE 8% 4 B9 85 3R

set_box_acl (ID:1.7)

EFRERBHRZEE

REST http method PUT

HEREESZ T (box) WERZEHIEE -

S A LI XML ACL #& =,

http://fruit .s.mygrid.asia/?extra=access

?extra=access ACL of a box

201 (E Al )

&

http://food.s.mygrid.asia/?extra=access

& EERZT (box) FFA AAKE ACL

—fk 3 2R

1. ¥R BE RS UK HT R (B A 12 2 4
o AR R E I )

2. %A

3. B 6 R M

4. R 5% H 85 IR 5t 2R &5

S.ABEFEH. E& T (Box)HAH
FEHIBER & P LA AE 3 4
G

6. {2 {7 HU fiE IR

7. K % Ff RESTaction ffi © f£ BOX
oft HEAD - 1] H]

8. fd] iz %5 & Sh # [

9. ik % A T H

R £ M 9 3%

#8235 B

1. % It E & T (BOX)

2. & T (BOX) ACL A% =X m]

=
3. E & 7 (BOX) ACL [N 7 § 32

FRFERTA © 2008 Power-All 4418 A TR\ E]

Http ik R& 5

400 Bad Request

InvalidHeader

ExpiredSig 400 Bad Request
FailAuth 403 Forbidden
ACPrb 403 Forbidden
OwnerACPrb 403 Forbidden
AccessDeny 403 Forbidden
NoRestMethod 405 Not allowed
method
UnexpectedError 500 Server error

503 Service Unavailable

UnavailableService

Hitp ;R f& 15
NoSuchBox 404

IncorrectBoxACL 400 Bad Request
IncorrectBoxACLCon | 400 Bad Request

tent
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EFREREHREEE
Web fig 7% 44 18 set_box_acl (ID:1.7) REST http method PUT
REST 35 >k % 58 PUT /?extra=access HTTP/1.1

Host: fruit.s.mygrid.asia
Date:Wed, 01 Mar 2006 12:00:00 +0800
(B x-pan-date H7/C Date)
Content-Length: 409
Content-Type: text/plain
Authorization: 624206fasdf23214e
http S & ACL N <?xml version="1.0" encoding="UTF-8" ?>
= <AccessControlList>
<ACL>
<AccessList>
<GrantedRight>OWNER-ONLY</GrantedRight>
</AccessList>
<AccessList>
<GrantedRight>PUBLIC-FULL</GrantedRight>
</AccessList>
<AccessList>
<GrantedRight>PUBLIC-READ</GrantedRight>
</AccessList>
</ACL>

</AccessControlList>

fiEr:
OWNER-ONLY SZBEEMERY, HIERFARE, 28 g BT L. WA
OWNER-ONLY ¥R B2 T-BifE 2, HZ Y.

OWNER-ONLY, PUBLIC-FULL 2 $511y, ERIEA/ NG/, FF A E1TEE RN

£ EHLB T, PUBLIC-FULL #7EE 47 1 ZXHi A. {£ ASPEN J5iHI, &7 FsatE K

FRFERTA © 2008 Power-All 4418 A TR\ E]
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EFRHRBEHZESE

20.E = T (Box) IR % - S EE = T (Box) ACL(ID:1.7) ( & E )

Web f§ 5 &4 18 set_box_acl (ID:1.7) REST http method PUT
BIERR % & [E | HTTP/1.1201 Created
#Y REST % 58 Date: Wed, 01 Mar 2006 12:00:00 GMT

Content-Length: 89
Connection: close

Content-Type: application/xml

RESTXMLE FE Hi 45 | <?xml version="1.0" encoding="UTF-8" ?>
R <SetBoxACL>

<HttpStatusCode>201</HttpStatusCode> (201 41774 & ACL)
</SetBoxACL>

HRHEFRT 7 © 2008 Power-All 498 A TR /A E]
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F& FH A o) BE
Th HE & 78
2.1 upload_file
2.2 delete_file

2.3 get_file_attribute

2.4 get_file
2.5 get_file_acl

2.6 set_file_acl

2.7 file_rename

LA B R ] o, “food”

a5t 35
FEAEE

il B A% 22

& HUAE 2 8 M
T AE

& Y f5 E AE
ACL 3% B
wEfEEREE
ACL 3% B

HEERT
(Box)PY i %€ 18
i 5 4

HEHEF A © 2008 Power-All 445 AR /A H]

EFRRBREEE
Bl http 77 7%
http://food.s.mygrid.asia/fruit/apple.jpg PUT
http://food.s.mygrid.asia/fruit/apple.jpg DELETE
http://food.s.mygrid.asia/fruit/apple.jpg?e GET
xtra=show
http://food.s.mygrid.asia/fruit/apple.jpg GET
http://food.s.mygrid.asia/fruit/apple.jpg?e GET
xtra=access
http://food.s.mygrid.asia/fruit/apple.jpg?e PUT
xtra=access
http://food.s.mygrid.asia/fruit/apple.jpg PUT

Ry 32 & T (Box) n 4 1 “fruit/apple.jpg” 18 5 £

Fa2H

I
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EFRRBHEERS

Web fig % £ 7 upload_file (ID:2.1) REST http 75 3£ PUT

&t B b

REST 7= 41 http://food.s.mygrid.asia/fruit/apple.jpg

B ER T Hp /8 | 201 (EAIE)

FEREH AT REEEF (box) ACL M E

EXEHE L&  WREZ T ACL K PUBLIGFULL, BEZEES I L

KERHY HTTP #R5H AP EET EEED http 81 - LB T ®BEER -

header) Content-Type fHUASE X ZEEHT HFIVERR IAHA -
(41 K 3¢ Biln R s 7 B jpeg A% Y & G W AE R E S P REIR -
& 0 A/ R A] 45 5E “Content-Type: image/jpeg”

G TH ¢ WA $5 E 0 R B B f Bk 52 “binary/octet-stream”

1H)

Content WHEREFRKGASRELE BN FGE RS ER

-Disposition HEEES -

(7] ZETH ) B : BRELN #kfE % % B “download.pdf”Content-Disposition:
attachment; filename="'download.pdf'

Expires KEAFAMRMMKR - FFEMB 0 RFC2822

(E] FEIF) 5 : Thu, 01 Dec 1994 16:00:00 +0800 (7 & % & )

ek “07 A R i A IR
41 5% By later date > Rl 5 B 7k A 4%
Content-MD5 i ] & o] 2 {f L f5#Y MD5 & K} - 418 & ol #2 (5% &
(E] I ) &l > Aspen Cloud Storage % i 5% I {& & %&£ 1Y & ffg 14 -
x-pan-acl-list ~ FHLAE: B Aspen Cloud Storage 17 EUHE PR 19 # 55 - F 38 N B 1]
(o] HE ) 5 E B “PUBLIC-FULL” =Y “PUBLIC-READ”. - 41 82 FH = 2 3k 3%
MRy ACL - BAE L& M web Iz 75 #E 1T “set_file_acl”
4

MAKIEE > Al TESE B! - “OWNER-ONLY”

* Aspen Cloud Storage R #{E M H A R EEEETERS  HEAEBEE
FEAEBEESESTE - §l T :H F T8 Content-Type:imag/jpeg (BB &
image/jpeg).ASPEN 2 A & A A E BB L EHE.

o — KR 2008 Power-All 4854 AR /3 ]
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EFHRGEHEEE
Web Ff 7 4 % upload_file (ID:2.1) REST http 75 3£ PUT
FELHN EMEE | 1. 455 E “Content-Disposition”” F1 “Content-Type”, the
&t “Content-Disposition” HI| {E 4% > “Content-Type” - {135 &

“Content-Disposition: attachment; filename='download.pdf’ "3l 3% &
“Content-Type: image/jpeg”. Z & TH 2 H F - RN 7E{F H & i & =8
EER -

2. R BE A B BE (€ FH 55 45 E A http BH BB ER -

3. BT RFMEARTEE > RM@mIAERENF YN EEHVEE
#fE A URL TR -

o — KR 2008 Power-All 4854 AR /3 ]
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EERREHEES

Web g 7% & 758 upload_file (ID:2.1) REST http J5 7% PUT
TAHEFENGHER —KER

Http ik R& 5

1A AT HUEEEABE S InvalidHeader 400 Bad Request
k&= o A8 A W )

2. % % HH ExpiredSig 400 Bad Request

3. Bmss kL FailAuth 403 Forbidden

4. I 5 H 88 B0R 55 R &5 ACPrb 403 Forbidden

5. RREFEL. EZ T (Box)EfE  OwnerACPrb 403 Forbidden
ENHAHZF O #E4EM
=

6. fift 77 B M [R AccessDeny 403 Forbidden

7. &N 3 5 REST action f§l] : £ BOX NoRestMethod 405 Not allowed
t HEAD R A H] method

8. {5 e #3 B M [ UnexpectedError 500 Server error

9. l %5 A~ w A UnavailableService 503 Service Unavailable

1ok {8 1 85 5R

LEEZAANTRH (KNZZEILME  InvalidFile 400 Bad Request
EH)

2. FEEER FHELEHME  FailMD 400 Bad Request
L

3. XK FileTooBig 400 Bad Request

4. 2 SR/ IncorrectFileSize 400 Bad Request
contet-length http 58 R UC fid

5. fiEfb =& T (Box) NoSuchBox 404

6. 3£ 4k “Content-Length” NoContentlLen 411 length required

1. XHERE (EELEE) DuplicateFile 409 Conflict

8. R b A{H Fy ST NoUploadFile 400 Bad Request

LIEEXHEE TooLongFilename 400 Bad Request

10. fEFE AT EH K Slash TooManySlashFileNa 400 Bad Request
) me

FRFERTA © 2008 Power-All 4418 A TR\ E]
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EFRERBHRZEE

Web ik % % 18 upload_file (ID:2.1) REST http J5 % PUT

REST 35 K # U PUT /fruit/apple.jpg HTTP/1.1
Content-Length: 400 (/- /% hrip (077 A7) o iy flE 22 H B4 e o FE U ¢ 70 A
= ey,
Host: fruit.domain.com
Date: Wed, 01 Mar 2006 12:00:00 +0800  (RF(C2822)
Authorization: 624206fasdf23214e:jgkldfjgkldfigkdfigkfgjkifdgjklfigkdfig
Content-MD5: 15B4D3461F177 (MD5 of uploaded file) (FE 45 ZE)
Content-Disposition: attachment; filename="downloaded.pdf (J£ 4% Z2)
Content-Type: text/plain

(411 5 8 75 3¢ &, %% 4 binary/octet-stream)

(example of Content-Type. Content-type: application/pdf) (FE 44 2E)
x-pan-acl-list: PUBLIC-FULL
(7] . HERHRE, FEHBHET ACL. &5 EH 2 A D B8 EAT.)

Expires: Thu, 01 Dec 1994 16:00:00 GMT ( J£ 4% 2£)

BIER TN 1% ¥ | | Date: Wed, 01 Mar 2006 12:00:00 GMT
By REST ¥ BE Content-Length: 103
ETag: "82dsfdsfds8fdsfdsfc9ac7f"
Connection: close

Content-Type: application/xml

REST XML B H &5 <?xml version="1.0" encoding="UTF-8" ?>
R <UploadFile>
<HttpStatusCode>201</HttpStatusCode>

</UploadFile>

o — KR 2008 Power-All 48R4 AR/ ]
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Web [ % 4 T8
&t 9

REST 575 ]
EE

EFRERBHRZEE

delete_file (ID:2.2) REST http J5 7% DELETE
il B 45 € 09 1E %

http://food.s.mygrid.asia/fruit/apple.jpg

W0 5 (] ik =8 H 4 15 2 AE > RI B 3 0F SEUL SE K.
A XML 8 5% 8 B R X 5]

” 409 conflict” & 37

E/ER T Http X | 204 (No Content)
FREH R ACL HY &% & M £ .
B a5 4R % & PUBLIC-FULL HIl %2
EE XML 1 £ K 26 {5 20 50 48 o %5 X Bl A IR RR 1 /2 204 Kf i 05 KR .
PRI A A 02 A5 Bl Dy 1D B F A IR RS -
TREHAENER —RER
LR A AR A (ML B2 5% InvalidHeader 400 Bad Request
g e AR BN )
2. F A ExpiredSig 400 Bad Request
3. BmEg kL FailAuth 403 Forbidden
4. R 5% 585 SR 5% AR 45 ACPrb 403 Forbidden
5. FEEfFHL. E& T (Box)E(fE  OwnerACPrb 403 Forbidden
EHIHER & P OA] RE 3% 4 1
.
6. i 17 H 1 [R AccessDeny 403 Forbidden
7. R X #§ RESTaction fj| : £ BOX  NoRestMethod 405 Not allowed
' HEAD & A] H method
8. fa] iz 2% B /M UnexpectedError 500 Server error
9. Ik 7 A ® A UnavailableService 503 Service Unavailable
& 14 M 88 3R
LEIEESZ T (box) NoSuchBox 404
2. fi [t 3T NoSuchFile 404
— HifeFit/1© 2008 Power-All 4HE4 AR /A ]
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Web g 7% & 758 delete_file (ID:2.2) REST http J5 7% DELETE
REST %5 3K R 0 DELETE /fruit/apple.jpg HTTP/1.0

Host: food.s.mygrid.asia

Date: Wed, 01 Mar 2006 12:00:00 +0800

(24 x-pan-date H¢/C Date)

Authorization: dsafdsf3254325rfdsfafdd:3948kjkjfdfklgjkldfjgkldfgjkldfgjkldf

M Bk B Th#& 8 [E] | HTTP/1.1 204 No Content

By REST ¥ BE Date: Wed, 01 Mar 2006 12:00:00 GMT
Content-Length: 105
Connection: close

Connection-Type: application/xml

REST XML FE HH 45 52 | <?xml version="1.0" encoding="UTF-8" ?>
<DeleteFile>
<HttpStatusCode>204</HttpStatusCode>

</DeleteFile>

REEER XMLEYE O E BUR R 68 (R AT http 12 20 5 5H 18 OB
B EIRTEBERER http ABHABES S KRMERD -

o — KR 2008 Power-All 4854 AR /3 ]
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Web fif % £ 18
&t B3

REST 7= 4l

Extra £ 8

EFRERBHRZEE

get_file_attribute (ID:2.3) | REST http J5 £ GET
EREZEBY > WaAlEHHE

http://food.s.mygrid.asia/fruit/apple.jpg?extra=show

Only output the file attribute in XML http://food.s.mygrid.asia/fruit/a

?extra=show

format. pple.jpg?extra=show

B{ERTh Hitp £ 200 (OK)
FRKEL o). MREBRERY ACL M E .
B 4 & £ PUBLIC-READ = PUBLIC-FULL HI $# %%
TIREH AR —MER
1 ¥R EEAE R T (VA HE25%  InvalidHeader 400 Bad Request
&R o A% A N
2. %4 ExpiredSig 400 Bad Request
3. B kL FailAuth 403 Forbidden
4. MR 5% 58 B BR 5% AR 45 ACPrb 403 Forbidden
5. FEEFHL. E& T (Box)Eifd  OwnerACPrb 403 Forbidden
ZEHI A & P A AR 88 4R R
.
6. fit {7 HUHE R AccessDeny 403 Forbidden
7. K % ¥ REST action ff] : £ BOX  NoRestMethod 405 Not allowed
' HEAD &~ 1] HJ method
8. fa] iR #8 & A # f& UnexpectedError 500 Server error
9. B % K 7T H UnavailableService 503 Service Unavailable
& 1 P 85 38
LEIEESZTF (box) NoSuchBox 404
2. fi Jth ST NoSuchFile 404
— HifeFit/1© 2008 Power-All 4HE4 AR /A ]
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EFRERBHRZEE

REST 55 K ¥} 58 GET /fruit/apple.jpg?extra=show HTTP/1.1
Host: food.s.mygrid.asia
Date: Wed, 01 Mar 2006 12:00:00 +0800 (L /// x-pan-date H//{ Date)
Authorization: 15B4D3461F177:kdfjksdIfjklsdfjsdklfjsdkIfjsdkljf

BIERKIN% #(E | HTTP/1.1 200 OK

By REST ¥ BE Date: Wed, 01 Mar 2006 12:00:00 GMT
Content-Length: 50012
Connection: close

Content-Type: application/xml

REST XML B H &5 <?xml version="1.0" encoding="UTF-8" ?>
B <FileAttribute>
<FileOwner>
<OwnerAccessID>1234566</0OwnerAccessID>
<OwnerName>Peter Pan</OwnerName></FileOwner>
<Nature>
<FileName>Fruit</FileName>
<MD>dfsdfkjkl23j5rr4k5rtjrdew</MD>
<FileSize>3432434</FileSize>
<ContentDisposition>attachment; filename="downloaded.pdf”
</ContentDisposition>
<ContentType>text/plain</ContentType>
<Expires>Thu, 01 Dec 1994 16:00:00 GMT</Expires>
<CreationDate>2008-03-01 14:55:10</CreationDate>
<lLastUpdateDate>2008-04-06 21:51:00</LastUpdateDate>
(LastUpdateDate #r/j1H 2008/10/27. {F [t H HAAT_F & IAE 200 fE H7H)
</Nature>
<RelatedBox>
<BoxName>fruit</BoxName>
<BoxLocations>
<Storagelocation>HK0001</StoragelLocation>
</BoxLocations>
</RelatedBox>
</FileAttribute>

HHEFTA © 2008 Power-All 44ES AR/ ]
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EFRRBHEREE
25.27 {4 Web flg % - BEI L4 (1D : 2.4)
Web ik % % 18 get_file (ID:2.4) REST http J5 7% GET
&t B3 JEEUAE - BLEE T SRR AR B R
REST 7= 4l http://food.s.mygrid.asia/fruit/apple.jpg
BEAER DD Hitp £X | 200 {0 3% 54 (5 18 T # Bl oy . 206 (R & 0 N &
5
FEREH A EE. MRIEARE ACL (i &E.
L 405 #% & PUBLIC-READ ¢ PUBLIC-FULL HI #2%2
More about respond | Content-Type, Content-Disposition, . Expires &} & & FEHIZ G R EW > E Al
header HIRR A8 ] LB L 28 -

HRHEFRT 7 © 2008 Power-All 498 A TR /A E]
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EFHRGEHEEE
Web ik % % 18 get_file (ID:2.4) REST http J5 3% GET
Possible Error — R

1 HEEE XA HUEEEBE 2% InvalidHeader 400 Bad Request
& = o A% NEAF I )

2. % % HH ExpiredSig 400 Bad Request

3. WE LA FailAuth 403 Forbidden

4. I 5 H 88 B0R 55 R &5 ACPrb 403 Forbidden

5. RREFEL. EZ T (Box)EfE  OwnerACPrb 403 Forbidden
ENHAHTF O #E4EM
=

6. fift 77 B M [R AccessDeny 403 Forbidden

7. K Z#F REST action f : £ NoRestMethod 405 Not allowed
BOX # HEAD “f o] H method

8. & 4 THKHFFH A5 E#E{H  IncorrectRange 416 Requested Range

Not Satisfiable
9. {5 e #3 B M [ UnexpectedError 500 Server error
10. R%A A H UnavailableService 503 Service Unavailable
ok 14 M 38 2R
85 583 Hitp R A5 16
1. f& & & 4 (If-None-Match and FileNotModified 304 Not Modified

If-Modified-Since headers)

2L ES T NoSuchBox 404

3. f I S - NoSuchFile 404

4. ETag K~ #H [&] . (If-Match) FilesEtagNotMatch 412 Precondition Failed

5. ¥f7 UH &7 Z& (for all Conditional ConflictHeaders 412 Precondition Failed
headers)

6. $5 2R 0V BF [ A% =0 IncorrectTimeForm 412 Precondition Failed
(If-Modified- Since and at

If-Unmodified-Since headers)
7. ¥2 B & & (If-Unmodified-Since FileModified 412 Precondition Failed

headers)

FRFERTA © 2008 Power-All 4418 A TR\ E]
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25.3Z+ Web filg % - BEISC R (ID:2.4) ( $HE )

Web fif % £ 18 get_file (ID:2.4) REST http 75 % GET
REST 3% K ¥ 55 GET /fruit/apple.jpg HTTP/1.1

Host: food.s.mygrid.asia

Date: Wed, 01 Mar 2006 12:00:00 +0800 (= 17/}}/ x-pan-date)

Authorization: 15B4D3461F177  (// j* . 7 &= #)

Range: 0-1000 (a7 2. /78 af 7 &, 1% 16 A & 8149 77 #)
=

Range: 1000 (& & & 7& 5 1000 (i 7z # f 46 T #)

RE®RE ITRTEARERE)

If-Match: dskfjdsklfjsdkifj243rdfsksjdfkdsjf
If-None-Match: jfkldsfjkdlIsfjksdlIfjksdIfjkdIsfjksdffj
If-Modified-Since: Thu, 23 Oct 2008 19:00:39 GMT
If-Unmodified-Since: Thu, 23 Oct 2008 19:00:39 GMT

HRHEFRT 7 © 2008 Power-All 498 A TR /A E]
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EFHRGEHEEE
Web g 7% & 758 get_file (ID:2.4) REST http J7 JA GET
More on “Range” ASPEN 37 £ T # 18 ZZ 0y B0 70 N & BA 45 & v DUF ] HOEfT s F & T
¥ 5H HOM R = TG B e T -
X ErER
1. Range: [start_byte]-[end_byte] HUSHEZEH [start_byte] 2 [end_byte]
2. Range: [start_byte] EUSHE 2 H[start_byte]

#HEELHAT GO THA
ol
L4 0 fir e 4H 5 [size of file —1]. 5] #& A /N 1200Byte % (0-1199)
2.8 —fEfr A AR 0 BCHE D) HY B E(E
3. % — &l fir 7T 4H & B8 K 12 [size of file — 1]
4, start_byte N fE K FY end_byte
5. end_byte B] DL & 1 .
6. end_byte 24 75 2 g V) #Y B2 B (H
7. end_byte ] DL A AR Y EE S RN A SR, ASPEN 0 E end_byte
5 1A [size of file — 1]

R B E T # R & (size : 12000Bytes)

1. 0-10000 EBRENE 0 fiztéd 2 10000 fir T 4H T A&
(%8 4% 10000 fir 7T 4H)

2. 1000-8000 TESHE B 1000 fiz 7T 4H & 8001 fiz s 4H A N &
(48 4k 7001 fir T 4H)

3. 1000-2000000 2000000 ELAEEY K - A I & & HURE B9 5 1000
fir 7T 4H % 12000 fiz JCAHHY N & -

4. 1000-100 FEER 0 R [E 416 $H R

— HiteF75© 2008 Power-All 445 AR/ 5]
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Web fg 7% % T8
More on Conditional

Headers

get_file

If-Match

If-None-Match

If-Modified-Since

If-Unmodified-Since

FRFERTA © 2008 Power-All 4418 A TR\ E]

(ID:2.4)

REST http 5 /£

41 5 {# 4% 1Y ETag (MD5 of file)
B F AR SR E R
& B S

45 8 e BE A AE B H i AY B
T s B W bR T
If-Unmodified-Since.

WH ETag HEFEHIE
A A [E] AT A& B S

45 8 e BH A AE B H i AY B
T s B W C bR T
If-Modified-Since.

WIRAE AE 15 € I [ 2 18
i 2538 A1 3 HUAE

45 8 e BH A AE B H i AY B

T s B W bR T
If-None-Match.

WR AR AL 15 E /I [ Z &
RAE B I I HUAE

45 8 e BH A BE B H fh AY B
e EEH > BRT
If-Match.

EFRERBHRZEE

GET

If-Match:
adsfjkfjhjhj234
h3jkhk

If-None-Match

fdkisfjkjkj4545

3

If-Modified-Sin
ce: Thu, 23
Oct 2008

19:00:39 GMT

If-Unmodified-
Since: Thu, 23
Oct 2008

19:00:39 GMT

304

304

412

ESH

N




EFRHRBEHZESE

25.3Z+ Web filg % - BEISC R (ID:2.4) ( $HE )

Web fif % £ 18 get_file (ID:2.4) REST http 75 % GET
BE/ERR SO & E | HTTP/1.1 200 OK
HJ REST & 95 Date: Wed, 01 Mar 2006 12:00:00 GMT

Last-Modified: Sun, 1 Jan 2008 12:00:00 GMT
ETag: "82dsfdsfds8fdsfdsfc9ac7f"
Content-Type: text/plain ( /- /2 v /5 1F 77 72 = (5)
Content-Disposition: attachment; filename="downloaded.pdf
(7] 2 - L FRF Y R E 1H)
Content-Length: 50012
Connection: close
Expires: Thu, 01 Dec 1994 16:00:00 GMT ( &/ 7 » /- [# 7 [F 75 17 3 )
Content-Range: bytes 0-50011/50012 (2 4+ | &F » [ hF 48 75 F25 17 A7)

HRHEFRT 7 © 2008 Power-All 498 A TR /A E]
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Web [ % 4 T8
&t 9
REST 575 1]

Extra 2 8

EFRERBHRZEE

get_file_acl (ID:2.5) REST http J5 7% GET
FE H 5 € 1S 09 7 B )OS B

http://food.s.mygrid.asia/fruit/apple.jpg?extra=access

&8

?extra=access  Output the ACL of http://food.s.mygrid.asia/fruit/appl

specified file in XML = e.jpg?extra=access

B{ERTh Htp £ 200 (OK)
FREH A, MRIERE ACL M E.
BE %5 405 #% & PUBLIC-READ ¢ PUBLIC-FULL HI #2%2
MR HARER —KER
1LMBEM AN A Z#  InvalidHeader 400 Bad Request
1 e A R E
2. %% m A ExpiredSig 400 Bad Request
3. PR EE AL FailAuth 403 Forbidden
4. T 5% HY 85 SR 5t AR &5 ACPrb 403 Forbidden
5. NEEFEL. E& T (Box)Z &  OwnerACPrb 403 Forbidden
FWHEE &P O g4 4 /M
.
6. it 77 HU ME [R AccessDeny 403 Forbidden
7. K % ¥ REST action f : £  NoRestMethod 405 Not allowed
BOX # HEAD “f o] H method
8. {a] I 2% = At [ UnexpectedError 500 Server error
9. ik % A | UnavailableService 503 Service Unavailable
0% 1 1 85 2R
1 E &7 (box) NoSuchBox 404
2. It 3 NoSuchFile 404
— HifeFit/1© 2008 Power-All 4HE4 AR /A ]
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Power - All
Networks

Web [} %5 £ 78
REST 55 K ¥ 5

#R1E R T 1% & 3]
HY REST & 55

REST XML TE H &5
e

EFRERBHRZEE

get_file_acl (ID:2.5) REST http J5 7% GET

GET /fruit/apple.jpg?extra=access HTTP/1.1

Host: food.s.mygrid.asia

Date: Wed, 01 Mar 2006 12:00:00 +0800 (L /// x-pan-date H//{ Date)
Authorization: 624206fasdf23214e:fdjskfjdsklfjsdkisfjsdklifjklsdfjklsdjfklsdjf

HTTP/1.1 200 OK

Date: Wed, 01 Mar 2006 12:00:00 GMT
Content-Length: 112

Connection: close

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8" ?>
<AccessControlList>

<Owner>
<OwnerAccess|D>12122324324324dafdsf</OwnerAccessID>
<OwnerName>Peter Pan</OwnerName>

</Owner>

<ObjectAttribute>
<ObjectType>FILE</ObjectType>
<BoxUID>49328490348902384</BoxUID>
<ObjectName>Fruit</ObjectName>
<FileUID>f98908908989fdd</FileUID>
<PCode>fjsdfkldjfkdjsfkdskfj</PCode>
</ObjectAttribute>

<ACL>
<AccessList>

<GrantedRight>PUBLIC-READ</GrantedRight>
</AccessList>
<AccessList>
<GrantedRight>PUBLIC-FULL</GrantedRight>

</AccessList>

</ACL>

</AccessControlList>

FRFERTA © 2008 Power-All 4418 A TR\ E]
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Networks
EERRERZEE
Web fi§ 7% £ 18 set_file_acl (ID:2.6) REST http J7 74 PUT
ot SETE SR HIFE(ACL)
REST #F http://food.s.mygrid.asia/fruit/apple.jpg?extra=access

Extra 2 8

?extra=access  Set the ACL of specified http://food.s.mygrid.asia/fruit/apple.

file in XML ipg?extra=access
BAERT) Hitp (AES  201(E )
FERES e
| oo EHEXHFA ATRE ACL
o] g Y ER Y 88 B — % 95 2R
1 HEEE XA HUEEEBE 2% InvalidHeader 400 Bad Request
k& o A8 =AM )
2. F A ExpiredSig 400 Bad Request
3. 3B Ak M FailAuth 403 Forbidden
4. IR 9% H #8 B0IR 9% R &5 ACPrb 403 Forbidden
SAREFI. E&F(Box)EE  OwnerACPrb 403 Forbidden
EWHAEEF O &AM
.
6. fift 77 B M [R AccessDeny 403 Forbidden
7. K% ¥ REST action ] : f£  NoRestMethod 405 Not allowed
BOX # HEAD “f o] H method
8. {a] ik 2% B /M = UnexpectedError 500 Server error
9. fg 7% A~ w H UnavailableService 503 Service Unavailable
1ok {8 1 85 2R
LESZF (box) AFHE NoSuchBox 404
2. AR AFAE NoSuchFile 404
3. & F (box) ACLAE R &%  IncorrectBoxACL 400 Bad Request

=
4. E & 7 (box) ACL NE 5 IncorrectBoxACLCont 400 Bad Request

ent

FRFERTA © 2008 Power-All 4418 A TR\ E]
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Networks
EFRRBREEE
Web fig 7% & 78 set_file_acl (ID:2.6) REST http 77 3£ PUT
REST 5 oK # 58 PUT fruit/apple.jpg?extra=access HTTP/1.1
Host: food.s.mygrid.asia
Content-Length: 40
Date: Wed, 01 Mar 2006 12:00:00 +0800
(2G/#H] x-pan-date H{/€ Date)
Authorization: 624206fasdf23214e:fkljfkIfjgfklsdfjgkfjsdgfjsdkifjsdkifjsdkfjkI
ACLAHA R <?xml version="1.0" encoding="UTF-8" ?>
<AccessControlList>
<ACL>
<AccessList>
<GrantedRight>OWNER-ONLY</GrantedRight>
</AccessList>
<AccessList>
<GrantedRight>PUBLIC-READ</GrantedRight>
</AccessList>
<AccessList>
<GrantedRight>PUBLIC-FULL</GrantedRight>
</AccessList>
<AccessList>
<GrantedRight>PUBLIC-FULL</GrantedRight>
</AccessList>
</ACL>
</AccessControlList>
SR
OWNER-ONLYZEXMLA A A&, MEAFKRFZE , RSB EBRINEAspen Cloud
Storageifi. EAOWNER-ONLYZEEEF ( box ) 33 #5855 B R
FERZRMOWNER-ONLY, PUBLIC-FULL, Ao K/N&E , AE @B/ NE#E A
FEULERHIH , PUBLIC-FULL REER ATERB SRR , ERA—HEHK,
— HiteF75© 2008 Power-All 445 AR/ 5]
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EFRHRBEHZESE

27. 3 1 web flg %55 B 3 fF ACL(ID: 2.6) ( & L )

Web It % 4 7% set_file_acl (ID:2.6) REST http 75 3£ PUT
HBIER % %@ | HTTP/1.1200 OK
iy REST ¥ 5§ Date: Wed, 01 Mar 2006 12:00:00 GMT

Content-Type: application/xml
Content-Length: 112

Connection: close

REST XML ¥E H 45 <?xml version="1.0" encoding="UTF-8" ?>
ES <SetFileACL>

<HttpStatusCode>201</HttpStatusCode>
</SetFileACL>

HRHEFRT 7 © 2008 Power-All 498 A TR /A E]
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28.3F web fRF-L{FEm&(D:2.7)

EFRHRBEHZESE

Web i} % % 18 rename_file (ID:2.7) REST http J5 % PUT
& it FEE&AET (box) NI EG 4

REST 71 44 http://food.s.mygrid.asia/fruit/apple.jpg

BRAERCTh Htp (R 201(E )

5

EXR&EH HEE > fRIE B AE ACL Il &

B &5 WHE ACL 8% & & PUBLIC-FULL A £ %

HRHEFRT 7 © 2008 Power-All 498 A TR /A E]
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_kiner-AH

III Networks
THEHBENER R
§ 58 3 B9

L. #9050 R T (R0 2

1R o g KR )

2. F 4B

3. WEE KRR

4. M 5% Y $ 2R 5% 8 45

SABERFE. E&F (Box)H
EHHER &P OR] B 3 4 R
R .

6. fift 77 H f IR

7. KA ZFF REST action # : 7E
BOX 1 HEAD A ® H

8. fa] fi 2% & Ah f

9. AR % &~ H

Rt g5 B8

EFRERBHRZEE

#8 mR ACHS Http 4R 8E 78

InvalidHeader

ExpiredSig
FailAuth
ACPrb

OwnerACPrb

AccessDeny

NoRestMethod

UnexpectedError

UnavailableService

400 Bad Request

400 Bad Request
403 Forbidden
403 Forbidden

403 Forbidden

403 Forbidden
405 Not allowed
method

500 Server error

503 Service Unavailable

1. §& K & 24 (If-None-Match #1
If-Modified-Since headers)

2L EEHBE

3. B E AR H

4 EEXLEE AR K slash

5. E&F (box) AETE

6. LR F1E

7. W {5 {8 ETag ST {4 K UC Bic
(If-Match)

8. WEHMZE (AT A kM
5H)

9. B [ 4% =X 31
(I-Modified-Since 71
If-Unmodified-Since headers)

10. BoE®
(If-Unmodified-Since headers)

1. HHEXREFHE

FRFERTA © 2008 Power-All 4418 A TR\ E]

FileNotModified
ToolLongFilename
InvalidFile
TooManySlashFileName
NoSuchBox
NoSourceFile
FilesEtagNotMatch

ConflictHeaders

IncorrectTimeFormat

FileModified

DuplicateTargetFilename

304 Not Modified

400 Bad Request
400 Bad Request
400 Bad Request
404

404

412 Precondition
Failed

412 Precondition
Failed

412 Precondition

Failed

412 Precondition
Failed
412 Precondition

Failed

E63H
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o .
. ~  Networks
Web g % & 18 rename_file
R

(ID:2.7)

REST http /5 /&

EFRERBHRZEE

PUT

1.1f-Match

2.1f-None-Match

3.1f-Modified-Since

4.1f-Unmodified-Since

HHEF A © 2008 Power-All 44E5 AR A

|

W5 1Y ETag (S04
MD5) Bl & FifE ETag
M E > 1R
Xy o

It ¥ BE A BE B ELE R
M B — R
A B FE
If-Unmodified-Since.

W5 1Y ETag ( S0
MD5) Bl & FifE ETag
M E - A& R 9 = an
Xy oo

It ¥ BE A BE B ELE R
M B — R
KN & If-Modified-Since.
EREEHREHHRE
BT A I B a4

It # BE A BE B2 ELE R
M B — R
N A5 If-None-Match.
& A s 2 H IR R
& o4 A A& 1% = i

It ¥ BE A BE B2 L E MR
PR — R EA
A HHE If-Match.

If-Match:
adsfjkfjhjhj234h3j
khk

If-None-Match:

fdkisfjkjkj4545j3

If-Modified-Since:
Thu, 23 Oct 2008

19:00:39 GMT

If-Unmodified-Sin
ce: Thu, 23 Oct
2008 19:00:39

GMT

304

304

412

F6aH

N
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Networks
EFREREHREEE
Web g 7% & 758 rename_file (ID:2.7) REST http J5 7% PUT

BNEERLRBME | x-pan-target-filename 2 /7 /= 16 B # iy 5 HY Fd F 5 Wi #H - #2555 F
(x-pan-target-filenam = & 75 4% 75 MIME basc64 &7 #%
e) B © HBVKE ZE By apple.dat. 28 i# base64 45 i 1% » fH KX IE R
YXBwbGUUZGFO..
5l : x-pan-target-filename: YXBwbGUUZGFO

REST 35 K ¥ 58 PUT /orange.jpg HTTP/1.1
Host: fruit.domain.com
Date: Wed, 01 Mar 2006 12:00:00 GMT
Authorization: 624206fasdf23214e
x-pan-target-filename: YXBwbGUUZGFO
(& Z VAL MIME base64 4HE)

DT & BB MEAVHEE, FLARAERE

If-Match: dskfjdsklfjsdkifj243rdfsksjdfkdsjf
If-None-Match: jfkldsfjkdlIsfjksdlIfjksdIfjkdIsfjksdffj
If-Modified-Since: Thu, 23 Oct 2008 19:00:39 GMT
If-Unmodified-Since: Thu, 23 Oct 2008 19:00:39 GMT

IER I & | | Date: Wed, 01 Mar 2006 12:00:00 GMT
By REST ¥ 58 Server: PAN-Storage-Server
Content-Length: 103
Connection: close

Content-Type: application/xml

REST XML B Hi &5 <?xml version="1.0" encoding="UTF-8" ?>
B <RenameFile>
<HttpStatusCode>201</HttpStatusCode>

</RenameFile>

FRFERTA © 2008 Power-All 4418 A TR\ E]
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29.Web R 7% /5 B (HER®)

EFRHRBEHZESE

H i Iy BE
I fE & TR i 7t T~ Bl http 75 =
3.1 get_all_grids YEHI /£ ASPEN http://s.mygrid.asia/?extra=grid GET
Ese2 9 TN
Fit B 44 #%

JfHEfA © 2008 Power-All 481 HA TR /A E]
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Networks
EFRERBHRZEE
Web fi§ 7% £ 18 get_all_grids (ID:3.1) REST http J5 74 GET
14 4 HfS 2= BRI AgHE &
REST 7= 31 http://s.mygrid.asia/?extra=grid
HEZ2H
?extra=grid  Get available grids in http://s.mygrid.asia/?extra=access
XML format.

#: B 20 Hip 48| 200 (OK)

EHLFEK Yes
B4 No
AREHRAENER @ —RER
#5 2R 35 Http ;iR R85
1 fuEME A HEEE B2 InvalidHeader 400 Bad Request
o AR R E I )
2. %4 ExpiredSig 400 Bad Request
3. 5l R R M FailAuth 403 Forbidden
4. R 5% H 85 IR 5t 2R &5 ACPrb 403 Forbidden
5 K% #F REST action ] : f£  NoRestMethod 405 Not allowed
BOX # HEAD “f o] H method
6. A B 2% B M [ UnexpectedError 500 Server error
7. IR 5 KN A UnavailableService 503 Service Unavailable
REST 35 K ¥ 58 GET ?extra=grid HTTP/1.1
Host: s.mygrid.asia
Date: Wed, 01 Mar 2006 12:00:00 +0800
(BG/ZE/H x-pan-date H{/{ Date)
Authorization: 624206fasdf23214e:fkljfkifjgfklsdfjgkfjsdgfjsdklfjsdklifjsdkfjkl
— HifeFit/1© 2008 Power-All 4HE4 AR /A ]
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\ | Se—
" Networks ’
EFHRGEHEEE
Web fif; %5 £ 78 get_all_grids (ID:3.1) | REST http J5 % GET
¥ 1F Bk o B 28 [|] HTTP/1.1 200 OK
%) REST 5 55 Date: Wed, 01 Mar 2006 12:00:00 GMT

Content-Type: application/xml
Content-Length: 112

Connection: close

RESTXMLFE HH &S B | <?xml version="1.0" encoding="UTF-8" ?>
<GridList>
<AvailableGrid>
<Location|D>HK00001</LocationID>
<LocDesc>Hong Kong</LocDesc>
</AvailableGrid>
<AvailableGrid>
<LocationID>CN00001</Location|D>
<LocDesc>China</LocDesc>
</AvailableGrid>
</GridList>

=t

¥R BH % N B 2K 0 LocationID /2 A 2 box Bf JEH HEHM —IH - MR H
FAEEFEAEZERZ T (box)  HIFEZTEAIE box B fi5 € HK00001. F81E
mEAIEZE ST (box) FEFEE CN0O00OL.

LocDesc f& ¥ LocationID Y ¥ 323 85 -

o — KR 2008 Power-All 4854 AR /3 ]
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ERHREHZIES

1£ Aspen Cloud Storage fiz 7% 7 > #] A http & B8 ¢ 5% (Status Code) LA &z XML F& f&
HU AR 75 a5 X Bl Y & AR -

http JREERBEZH P EMAKRE%R > 2GR ERERESERSE - WAIEER
(box) ECIZyR B8 CHE &y 201 - IREERBEAVESZE B > B4 A& ]
R IK RE AU HE B e $R (R e Th Bl 5 -

%4k » Aspen Cloud Storage 7, & DL [B] XML A% =19 $8 22 & 50 » 41 5 F P 3ok
R REAHEY R AR > AT EEEE XML -

XML g 32 B Bl sE 5 Ry 9L 3L -

http header sample :
Date: Mon, 03 Mar 2008 06:08:42 GMT
Content-Type: application/xml
Content-Length: 112

Connection: close

XML Body sample :

<Error>
<ErrorCode>InvalidBoxName</ErrorCode>
<ErrorMessage>Invalid box name</ErrorMessage>
<AccessResource>food</AccessResource>
<HttpStatusCode>400</HttpStatusCode>
(http JLEE/CHE status code IhE7E XML A7)

</Error>

f e fE S AR | HY hitp e BH &S0 BB PR - ERRIRET - GREE
% http WH AN A -

FRFERTA © 2008 Power-All 4418 A TR\ E]
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Networks

5 A B SR 18 Al

1. o DA AR o0 8 8 (5 ok 1
Z AL > AR B S
LA )

2. HEER

3. &1 (box) ZFEAAH
(I E#E2ZNEZTF (box)
%)

4. BBTAIEEST (box)
(RSN

5. TEXATAE (iA#2

7. EEEER - mE B

8. KR

9. b {E SR R/INEL http #Hi 5H
WA & E AR

10. E & 1 (box) /f& ACL f&
= 55 5%

11. & 7 (box) /3 ACL
N 2§ 5

12. B & 1 (box) I E L
BR(BEEMN ACLEET
(box) /1EZE %4 81 host R
[ )

13. ACL ¥ P £ %

14. #{ GE F box fir B HE XY

15.POST " =] [A] B |- & — &
==

16.POST _L & AY 5 22 K K

1718 & % 18 & K % slash

18. By &6 Ok

19. ik = $8 35 B0 12 2 BRIk %

85 2R ACHS

vnvalidHeader

ExpiredSig

InvalidBoxName

ExceedBox

InvalidFile

TooLongFilename

FailMD

FileTooBig

IncorrectFileSize

IncorrectACL

IncorrectACLContent

IncorrectACLContentObjec

tName

InvalidHeaderACL
InvalidBoxGridID

OnlyOnelnPost

PostFileTooBig
TooManySlashFileName
FailAuth

ACPrb

FRFERTA © 2008 Power-All 4418 A TR\ E]

EFHRGEHEEE

Http (X 5 1 A M BE
400 Bad Request All APIs

400 Bad Request All APIs

400 Bad Request 1.1

400 Bad Request 1.1

400 Bad Request 2.1

400 Bad Request 2.1

400 Bad Request 2.1

400 Bad Request 2.1

400 Bad Request 2.1

400 Bad Request 1.7,2.6

400 Bad Request 1.7,2.6

400 Bad Request 1.7,2.6

400 Bad Request 1.1

400 Bad Request 1.1

400 Bad Request POST upload
400 Bad Request POST upload
400 Bad Request 2.1,2.7

403 Forbidden All APIs

403 Forbidden All APIs

E0H
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Networks

DUTR By gl 5 AUB R

5 A B SR 18 Al

200 FEETFHL. E&
(Box) B XMW HEH & F
[ v] B %% 4= fE R

21 4% 17 HY A PR

2. EEF (box)

23 [ 32 1

24. JF 4B A5 17 A

25.°K % ¥ REST action e.g.
HEAD not in BOX

26. EH 87 3L

27. E#HE & T (box)

28.JF 22 E @+ (box)

29.ETag #-AAMH[E. (411C
fic)

30. ¥R GH i 2€ (I A M S R
{4 Hy s 5H )

31. B A =X 88 2R
(If-Modified-Since fil
[f-Unmodified-Since ¥ §H
&)

32. 1 B X
(If-Unmodified-Since
5H & EH)

BEAFELENEHNEZA.

34. % 4 “Content-Length”

35. 8B 4 N K 5 E &0 E g8 3

36. {d] iz &5 & 41 88
37.fa] fiw <5 % 5 (5 1

56 2R (NS

OwnerACPrb

AccessDeny
NoSuchBox
NoSuchFile

NoSourceFile

NoRestMethod
DuplicateFile
DuplicateBox
NotEmptyBox
FilesEtagNotMatch

ConflictHeaders

IncorrectTimeFormat

FileModified

DuplicateTargetFilename
NoContentLen

IncorrectRange

UnexpectedError

UnavailableService

FRFERTA © 2008 Power-All 4418 A TR\ E]

EFREREHREEE
Http X i 1 8 4 BE
403 Forbidden All APIs
403 Forbidden All APIs
404 All APIs
404 2.2,2.3,2.4,
25,26
404 2.7
405 Not allowed method | All APIs
409 Conflict 2.1
409 Conflict 1.1
409 Conflict 1.2
412 Precondition Failed 24,27
412 Precondition Failed 24,27
412 Precondition Failed 24,27
412 Precondition Failed 2.4,2.7
412 Precondition Failed 2.7
411 length required 2.1
416 Requested Range 2.4
Not Satisfiable
500 Server error All APIs
503 Service Unavailable All APIs

EBNEH
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EERREHEES

Hiir

[& 7 HTTP POST J5E41, Aspen E{F (%S 7 #& HTTP FORM POST 522 [k /5 =K.

HTTP FORM POST J2 B /5 i B R A RCRAVAEZE Ll T2, IR 17 L sA iR e R e
N

PUT ¢ POST J5z(ZfEIEY 53 Al
PUT 5= POST J5=\
JEE R BT JEE Y BT

e EEERAENRES, FEMRAER R ERE LEE Aspen EFF LY.
o5 _L#KE] Aspen EEIFE 247

SPRI
Description
1 | fN[E] PUT 5=, POST #Y_F & R £ 300MB.
2 FEZEEREM PUT i —1E.
3 WFETEE 1 BOX
4 [ERFRE A A B (EREZE (RI[E— FORM H ] F#—FE%E)

FRFERTA © 2008 Power-All 4418 A TR\ E]
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< File Expiry Date Time : <input type="text" name="file_expiry_datetime"><BR>

Power - All

" Networks

EERRBHSEE
UfAIESTE HTTP - a#Rts

Ry T RN HTTP POST 307X, WHERFE Aspen EEGEHITHRERIGATE. HI0:

access_id, signature, and request_expiration_datetime.

-

<html>
<head> EHETE AR URL
<title>Test</title> BOX 4478
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /> faze 42 52 B LTE
</head>

<body>

<form name="frm" enctype="multipart/form-data" action="http://boxhk.s.mygrid.asia/myfile.dat" method="post">
Optional Fields<BR>
K ACL : <input type="text" name="acl_list"><BR> \
MDS5 : <input type="text" name="md5"><BR>
Content-Type : <input type="text" nhame="content_type"><BR>

Content-Disposition : <input type="text" name="content_disposition"><BR>

Success redirect URL : <input type="text" name="success_redirect_url"><BR>

e ZEAT IR A

Failure redirect URL : <input type="text" name="fail_redirect_url"><BR>

Access ID : <input type="text" name="access_id" value="dfjdsklfsdkf23k2kj4hklk"><BR>

KSignature : <input type="text" name="signature" vaIue:"fjklsdfjsdkfj23k23jkj3=:"><By

Form Expiry : <input type="text" name="request_expiration_datetime" value="Thu, 11 Jun 2009 20:22:03 +0800"><BR>

File Path : <input type="file" size="40" name="uploadpath"><BR>

<input type="submit" value="Upload File">

AR i A

</form>

</body>

</html>

FRFERTA © 2008 Power-All 4418 A TR\ E]
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EERHRERZEE
WNE AR E R
Compulsory Field Description

1 request_expiration_datetime = f&— F#E{FRAREE"FIHANFE". Aspen EF A inkn
EEVIG R A TS TR R, R AR, B

HG R R L
2 | uploadpath PR _EHEHIREZ
BRI ARVERE
Optional Field Description
1 | acl_list T EE AR
5140 : PUBLIC-READ, PUBLIC-FULL
2 | mds &R ALHY MD5
3 | content_type http fZ£bEH(header), Content-Type
4 | content_disposition http fZbH(header), Content-Disposition
5  file_expiry_datetime http f&5H(header), Expires
6  success_redirect_url WERARTH F#EEZE, Sf55fEER URL
7  fail_redirect_url R _FEAE AR, FHEEATEEN URL
8 access_id FHF ID (access ID). #15-{R%E_F#kHY BOX HERA &

PUBLIC-FULL, _F#EkIFNEFEMHL access id K
signature DAHERYEE.

9  signature #+4(Signature) FHLL N ERMERK.

request_expiration_datetime, access_id and box name.

FORM Action
H#EEEF, (RVETEE HEY BOX HYZATHE S /R EE RS 2245 M .
40 : http://boxhk.s.mygrid.asia/myfile.dat

#EEBOX #4718 “boxhk” K an4tEZE Ry “myfile.dat”. “RNam b EEIIELHL, Aspen
EEEEE G H XML [ .

— HizhiEFi A © 2008 Power-All 48RE AR A ]
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ERHREHZIES

(o] (SRR

KB H SRR S P27 file_upload (PUT J53\). LUTE POST _E&ifEAHISE
e o] (LS.

— R A _#E—EEZE OnlyOnelnPost 400 Bad Request
FEAIRE K PostFileTooBig 400 Bad Request
(PUT K POST Wi iy & A _E k& A AHIE])

HHEFTA © 2008 Power-All 44ES AR/ ]
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EFRERBHRZEE

DUR RGBT - BT m BB R gl > MEEZEEF (box) > LEHF
F oo 3B S R 40 o] {5 B 5B = 5 A Aspen Cloud Storage g %5 -

ATE | F Rt PHP 4R 85 R 61 2 f & /£ 5 1& P @ i & Java, .Net.Z R 4 -

PHP 5% 7k 5k £

1£ Aspen Cloud Storage 5 % & iz B http 55 >k 1Y 75 =\ T M #8 = Zend Framework

(http://framework.zend.com) 1.5.0 = DL bR A o B 7 HAH ¥ A E php 5% B 67
RS B fH 5y > 4 Crypt_ HMAC 1 HTTP_Request,

e Zend Framework v1.5.0 or above

e  PHP v5.0 or above

% % Signature 4 & (PHP)

Srequest_string = "<" . Shttp_action . ">";
Srequest_string .= "<". Scurrent_datetime . ">";
Srequest_string .= "<" . $ content_type . ">";
Srequest_string .= "<" . $ box_name . ">";

Srequest_string .= "<" . S file_name .

Ssignature = base64_encode(hash_hmac('shal', Srequest_string, Suser_secret_key));

SAuthHeader = “Authorization: Saccess_id:Ssignature”

HHEFTA © 2008 Power-All 44ES AR/ ]
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34.4m Bl - AIEEZ T (box)

PHP fijg A

EFRHRBEHZESE

Surl = “http://[box name).s.mygrid.asia/”;
Sclient = new Zend_Http_Client();
Sclient->setUri(Surl);
Sclient->setHeaders(SHeaders);
Sclient->setMethod(‘PUT’);

Sresponse = Sclient->request();

if ((Sresponse->getStatus()==201)
// box created successfully
else

// Fail to create box
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35.4m BB - MEREZ T (box)

PHP fijg A

Surl = http://[box name].s.mygrid.asia/;
Sclient = new Zend_Http_Client();
Sclient->setUri(Surl);
Sclient->setHeaders(SHeaders);
Sclient->setMethod(‘DELETE’);

Sresponse = Sclient->request();

if ((Sresponse->getStatus()==204)
// box deleted successfully
else

// Fail to delete box
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36.4m "B - BURERZ&ZT (box)

PHP fijg A

Surl = “http://s.mygrid.asia/”;
Sclient = new Zend_Http_Client();
Sclient->setUri(Surl);
Sclient->setHeaders(SHeaders);
Sclient->setMethod(‘GET’);

Sresponse = Sclient->request();

if ((Sresponse->getStatus()==200)
return Sresponse->getBody(); // return the XML value
else

// Fail to get information
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37. 5B~ Bl - EEZT (box) 55 ACL

PHP fijg A

Surl = “http://[box name).s.mygrid.asia/”;
Sclient = new Zend_Http_Client();
Sclient->setUri(Surl);
Sclient->setHeaders(SHeaders);
Sclient->setMethod(‘PUT’);
Sclient->setRawData(Sacl_content, ‘text/xml’);

Sresponse = Sclient->request();

if ((Sresponse->getStatus()==201)
// Set ACL successfully
else

// Fail to set ACL
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PHP fijg A

EFRHRBEHZESE

Surl = “http://[box name).s.mygrid.asia/[file name]”;
Sclient = new Zend_Http_Client();
Sclient->setUri(Surl);
Sclient->setHeaders(SHeaders);
Sclient->setMethod(‘PUT’);
Sclient->setRawData(Sfile_body, Scontent_type);

Sresponse = Sclient->request();

if ((Sresponse->getStatus()==201)
// File is uploaded successfully
else

// Fail to upload

HRHEFRT 7 © 2008 Power-All 498 A TR /A E]

E81H




i Bk A%

EFRHRBEHZESE

39.45 A5 /R A1 -
PHP i A&
Surl =

else

“http://[box name].s.mygrid.asia/[file name]”;

Sclient = new Zend_Http_Client();
Sclient->setUri(Surl);
Sclient->setHeaders(SHeaders);
Sclient->setMethod(‘DELETE’);

Sresponse = Sclient->request();

if ((Sresponse->getStatus()==204)

// File is deleted successfully

// Eail to delete file.
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40. 4R EE B - EEUE EB

PHP fijg A

Surl = “http://[box name).s.mygrid.asia/[file name]?extra=show”;
Sclient = new Zend_Http_Client();

Sclient->setUri(Surl);

Sclient->setHeaders(SHeaders);

Sclient->setMethod(‘GET’);

Sresponse = Sclient->request();

if ((Sresponse->getStatus()==200)
return Sresponse->getBody();// Get the returned file attribute in XML format.
else

// Fail to get attribute.
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